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Abstract. A purely peer-to-peer version of electronic cash would allow online

payments to be sent directly from one party to another without going through a

financial institution. Digital signatures provide part of the solution, but the main

benefits are lost if a trusted third party is still required to prevent double-spending.

We propose a solution to the double-spending problem using a peer-to-peer network.

The network timestamps transactions by hashing them into an ongoing chain of

hash-based proof-of-work, forming a record that cannot be changed without redoing

the proof-of-work. The longest chain not only serves as proof of the sequence of

events witnessed, but proof that it came from the largest pool of CPU power. As

long as a majority of CPU power is controlled by nodes that are not cooperating to

attack the network, they'll generate the longest chain and outpace attackers. The

network itself requires minimal structure. Messages are broadcast on a best effort

basis, and nodes can leave and rejoin the network at will, accepting the longest

proof-of-work chain as proof of what happened while they were gone.bitcoin.org/bitcoin.pdf



Double-Spending Problem



Reihenfolge



Wie funktioniert Blockchain?



Zutaten



Hashes



Kryptologische Hashfunktionen

"Hello, world!0" => 
1312af178c253f84028d480a6adc1e25e81caa44c749ec81976192e2ec934c64

"Hello, world!1" => 
e9afc424b79e4f6ab42d99c81156d3a17228d6e1eef4139be78e948a9332a7d8

● Einwegfunktion

● Kollisionsresistent



Public-Private-Key-
Kryptographie

Asymmetrische 
Kryptosysteme



Zufallszahl

Öfentlicher Schlüssel

Privater Schlüssel

SchlüsselgenerierungSchlüsselgenerierung



Schlüsselverteilung



Schlüsselverteilung



Schlüsselverteilung



Klartext
Hallo Karl,
...

Geheimtext
HQQOA/S
6R+ZYT0I
NEA//...

VerschlüsselnEntschlüsseln

Klartext
Hallo Karl,
...

Geheimtext
HQQOA/S
6R+ZYT0I
NEA//...



Elektronische Signaturen



Klartext
Hallo Franz,
...

Klartext
Hallo Franz,
...

Signatur
HQIMA77zoSJasz
M0AQ//ZkD70+g
eEDezub0…

Signatur prüfenSignieren

Klartext
Hallo Franz,
...

Signatur
HQIMA77zoSJasz
M0AQ//ZkD70+g
eEDezub0…

Klartext
Hallo Franz,
...







Transaktionen
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Mehrere Inputs
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Transaktion tx:990391f6…
…
Output
  ...
  3Fw1uBgb  0.000104 BTC Transaktion tx:16820d463… 

Input
  tx:990391f6 #2
  tx:2f79bde6 #1
  tx:db1afe33 #1

Output
  1EpUstQ67  0.003178 BTC

Transaktion tx:2f79bde6…
…
Output
  3LPqdLm3  0.000839 BTC
  ...

Transaktion tx:db1afe33…
…
Output
  3DRK7kGY  0.002294 BTC
  ...



Wo kommen die Bitcoins her?



Mining



Mining
= Transaktionsverarbeitung



Double-Spending Problem



Blockchain



Block n

Daten

Tx1 Tx2 Tx3 ...

Block Hash
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Previous Hash
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NonceNonce Nonce



Proof of Work



Proof of Work: Difculty



Proof of Work: Difculty

"Hello, world!0" => 
1312af178c253f84028d480a6adc1e25e81caa44c749ec81976192e2ec934c64



Proof of Work: Difculty

"Hello, world!0" => 
1312af178c253f84028d480a6adc1e25e81caa44c749ec81976192e2ec934c64

"Hello, world!1" => 
e9afc424b79e4f6ab42d99c81156d3a17228d6e1eef4139be78e948a9332a7d8



Proof of Work: Difculty

"Hello, world!0" => 
1312af178c253f84028d480a6adc1e25e81caa44c749ec81976192e2ec934c64

"Hello, world!1" => 
e9afc424b79e4f6ab42d99c81156d3a17228d6e1eef4139be78e948a9332a7d8

...

"Hello, world!4249" => 
c004190b822f1669cac8dc37e761cb73652e7832fb814565702245cf26ebb9e6

"Hello, world!4250" => 
0000c3af42fc31103f1fdc0151fa747ff87349a4714df7cc52ea464e12dcd4e9



0000000000000000002c73e8bf1c874e1001147160e0fad3f7f1fbb9e700663

74 bit



Block Reward



Halfng of Block Subsidy
50 BTC
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Forks



Block 5 Block 6



Block 5 Block 6

Block 7

Block 7b



Block 5 Block 6

Block 7
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Block 5 Block 6

Block 7

Block 7b

Block 8



Block 5 Block 6

Block 7

Block 7b

Block 8 Block 9



wahrscheinlich





Wo ist Blockchain sinnvoll?



Do I need a
Blockchain?

No.

David Birch Blockchain Decision Model – https://twitter.com/dgwbirch/status/757976191487934464



Blockchains for Business

…



Dezentralisierung

Disintermediation



Gründe für Blockchain

 Notwendigkeit Zustand zu speichern
 Geteilter Schreibzugrif
 Interaktion zwischen Transaktionen
 Kein Vertrauen zwischen den Parteien
 Kein vertrauter Intermediär
 Marketing





Manipulationssicherung  
privater Datenbanken mittels 
öfentlicher Blockchains



Warum?



Manipulationssicherheit

Datenschutz

Kosten

Performance

Blockchain Datenbank Kombination



Wie?



Abstract. A purely peer-to-peer version of electronic cash would allow online

payments to be sent directly from one party to another without going through a

financial institution. Digital signatures provide part of the solution, but the main

benefits are lost if a trusted third party is still required to prevent double-spending.

We propose a solution to the double-spending problem using a peer-to-peer network.

The network timestamps transactions by hashing them into an ongoing chain of

hash-based proof-of-work, forming a record that cannot be changed without redoing

the proof-of-work. The longest chain not only serves as proof of the sequence of

events witnessed, but proof that it came from the largest pool of CPU power. As

long as a majority of CPU power is controlled by nodes that are not cooperating to

attack the network, they'll generate the longest chain and outpace attackers. The

network itself requires minimal structure. Messages are broadcast on a best effort

basis, and nodes can leave and rejoin the network at will, accepting the longest

proof-of-work chain as proof of what happened while they were gone.



1. Daten  → Hash 

2. Hash  Blockchain→

3. fertig





Verifzierung



1. Daten  → Hash 

2. Blockchain  → Hash

3. Vergleich



Datenschutz

Beweis der Nicht-Existenz

Verifzierung alter Zustände

Löschen von Daten

…
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